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METHOD AND SYSTEM FOR MANAGEMENT OF ELECTRONIC 
RECEIPTS ON PORTABLE DEVICES 

CROSS-RE FERENCE(S) TO RELATED APPLICATION(S) 
[0001] The present application claims the benefit of priority under 35 U.S.C. § 1 19 

from U.S. Provisional Patent Application Serial No. 60/467,710, entitled "METHOD AND 
APPARATUS FOR MANAGEMENT OF ELECTRONIC RECEIPTS ON PORTABLE 
DEVICES", filed on May 2, 2003, the disclosure of which is hereby incorporated by 
reference in its entirety for all purposes. 



BACKGROUND OF THE INVENTION 
[0002] In a variety of transactions, customers or buyers of goods or services typically 

receive receipts from their respective merchants or service providers as proof of existence of 
conducted transactions. Generally, receipts are issued by merchants and service providers for 

15 a number of reasons including, for example, regulatory or tax reasons and convenience 

purposes. A receipt provides information about a corresponding transaction for the purpose 
of providing all participants with a trace or record of the transaction. Receipts may be used 
for various purposes including , for example, proving participation in a transaction for tax 
reporting purpose; managing exception situations arising from a transaction, such as, product 

20 return; facilitating a subsequent transaction between a service user and a service provider, 
such as, being used as a claim ticket for equipment on repair; or facilitating provision of 
complementary services, such as, warranties. 

[0003] Generally, receipts are provided in printed form. There is, however, a number 

of shortcomings associated with printed receipts. For example, printed receipts contribute to 
25 operating costs for the merchants and service providers. Also, printed receipts once they are 
issued to the consumers are difficult to track and/or audit. This limited ability to track and 
audit printed receipts makes them particularly susceptible to fraudulent uses (such as, forgery, 
misuse, etc.). Furthermore, from a consumer standpoint, printed receipts have limited 
convenience inherent to their physical attributes. 

30 [0004] In some systems, electronic receipts are stored on a portable device. However, 

storing of the electronic receipts is often performed on an ad hoc basis and such systems do 



not provide any meaningful management of the electronic receipts after they have been 
stored.. 

[0005] Hence, it would be desirable to provide methods and systems that are capable 

of addressing the foregoing and other issues and managing and using electronic receipts in a 
5 more efficient manner. 

BRIEF SUMMARY OF THE INVENTION 
[0006] A system for managing electronic receipts is provided. According to one 

embodiment, the system includes a portable device, a base device, a user device and an 

10 electronic receipts administration system. The electronic receipts administration system 

provides the base device with the appropriate data to allow the base device to generate, store 
and manage electronic receipts accordingly. A user uses the portable device to conduct a 
transaction with the base device. The base device uses a variety of information to generate an 
electronic receipt for the transaction. Such information includes, for example, information 

15 stored on the portable device, information stored locally on the base device and information 
stored on another device such as an electronic cash register. The electronic receipt is then 
stored on the portable device. The user device allows the user to subsequently retrieve the 
electronic receipt for management purposes. 

[0007] Reference to the remaining portions of the specification, including the 

20 drawings and claims, will realize other features and advantages of the present invention. 
Further features and advantages of the present invention, as well as the structure and 
operation of various embodiments of the present invention, are described in detail below with 
respect to accompanying drawings, like reference numbers indicate identical or functionally 
similar elements. 

25 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0008] FIG. 1 is a simplified schematic block diagram illustrating an embodiment of 

the present invention. 

30 DETAILED DESCRIPTION OF THE INVENTION 

[0009] The present invention in the form of one or more exemplary embodiments will 

now be described. FIG. 1 is a simplified schematic block diagram illustrating a system 
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according to one embodiment of the present invention. In one embodiment, the system 10 
has a number of elements including a portable device 12, a base device 14, a user device 16, 
an electronic receipt management server 18, a service provider environment 22 and an 
administration service provider environment 20. The service provider environment 22 
5 includes one or more systems and/or computers that allow the service provider to provide 
services to its customers. The administration service provider environment 20 includes an 
electronic receipt administration system 24 and an electronic receipt store 26. In an 
alternative embodiment, the functionality provided by the administration service provider 
environment 20 may be incorporated into the service provider environment 22. As will be 

10 further described below, the various elements of the system 10 allow for generation, storage 
and management of electronic receipts by a number of different parties including, for 
example, a customer who receives the electronic receipt, a service provider who issues the 
electronic receipt, and any other party that may have an interest in accessing or obtaining the 
electronic receipt. It should be understood that in other embodiments (not shown), multiple 

15 instances of each element of the system 10 may be present. 

[0010] The portable device 12 is a uniquely identifiable personal device, with storage 

and computing ability and sets of unique identifying characteristics. The portable device 12 
contains a unique identifier determined by the portable device issuer. Such identifier may be 
in the form of an account number. The portable device may also contain personal 

20 information on the device user, such as, a name, an address, and other demographics 

information. Examples of a portable device include, smart cards, personal digital assistants 
(PDAs), cellular phones, pagers, memory sticks, secure digital (SD) cards, dongles, payment 
cards, etc. The portable device 12 (or the software or hardware that allows the portable 
device 12 to perform its various functions) can be issued by an entity, such as, a financial 

25 institution, a business entity and a payment card company. As will be further described 

below, the portable device 12 can be used by a user or consumer to conduct a transaction with 
a service provider via the base device 14. As part of the transaction, the portable device 12 
interacts with the base device 14 in order to generate an electronic receipt. The electronic 
receipt is then stored in the portable device 12 for subsequent processing and management. 

30 [001 1] The portable device 12 is capable of storing a multiplicity of electronic 

receipts. The maximum number of electronic receipts that can be stored on the portable 
device 12 depends on a number of factors, such as, portable device memory capacity and 
design and constraints of the issuer of the portable device 12. 
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[0012] The portable device 12 further allows the stored electronic receipts to be 

accessed. Optionally, the portable device 12 may be programmed so as to require user 
authentication prior to releasing an individual electronic receipt for access. 

[0013] In one embodiment, the portable device 12 includes a communication module, 

5 a computing module, and a storage module. The communication module interfaces with the 
base device 14 by means of one of a number of connections including, for example, direct 
electrical connection, infrared connection or radio frequency based connection. The 
computing module interfaces between the communication and storage modules and is capable 
of executing control logic as needed to control addressing of the storage area of the storage 
1 0 module and access to the information in storage, assessing the integrity of the information, or 
performing security, encryption, or authentication functions. The storage module is capable 
of storing electrical information even upon the power down of the portable device 12. 

[0014] Data storage on the portable device 12 includes at least a local electronic 

receipt database or file. The local electronic receipt database is used to store electronic 
15 receipts generated for transactions conducted with the portable device 12 and is organized in 
such a fashion as to allow identification of and access to the electronic receipts according to 
their contents, which may include a substantially unique receipt identifier. 

[0015] The base device 14 is a device with computing and local storage ability. The 

base device 14 interacts with the portable device 12 to generate an electronic receipt for a 

20 transaction. The base device 14 is capable of acquiring and storing, optionally in a secure 

fashion, various types of information that is used to generate electronic receipts. Information 
that is stored on the base device 14 includes unique base device identification characteristics 
and transaction event information, such as, services and products delivered, prices paid, 
accounts used for payment, service due dates, etc. The base device 14 receives the various 

25 types of information from one or more different sources including, for example, the portable 
device 12, the service provider environment 22, the administration service provider 
environment 20 and other peripheral devices. For example, the service provider environment 
22 may include peripheral devices, such as, an electronic cash register, which can supply 
information including price and product information to the base device 14 for incorporation 

30 into an electronic receipt. Furthermore, the base device 14 may also include facilities to 
allow information to be entered directly into the base device 14. 
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[0016] In one embodiment, the base device 14 includes a local electronic receipt 

database or file, a local electronic receipt activity log and a local electronic receipt policy 
management storage. The base device 14 interfaces between the portable device 12 and the 
administration service provider environment 20 to allow a user to conduct a transaction for 
5 the purchase of products and/or services. Examples of a base device 1 4 include point of sales 
(POS) devices, ATMs, kiosks, personal computers, cellular phones and regular telephones. 

[0017] The local electronic receipt database is used to store electronic receipts 

generated by the base device 14. The local electronic receipt activity log is used to maintain 
historical information for transactions conducted via the base device 14. Information from 
10 the local electronic receipt database and the local electronic receipt activity log may be 

exported or forwarded to the electronic receipt administration system 24 and other systems or 
devices for reporting and other purposes. Such other systems or devices may be applications 
residing within or without the base device 14 including, for example, a peripheral device such 
as an electronic cash register in the service provider environment 20. 

1 5 [0018] The local electronic receipt policy management storage is used to store 

policies including terms and conditions relating to generation and management of electronic 
receipts. The electronic receipts administration system 24 provides the corresponding policy 
for the service provider to the base device 14. In embodiments where the base device 14 is 
capable of communicating with a number of different electronic receipts administration 

20 systems 24, the local electronic receipt policy management storage of the base device 14 may 
include different policies for different service providers. 

[0019] The base device 14 is further capable of erasing an electronic receipt from its 

local electronic receipt database or the portable device 12 with which the base device 14 is 
interacting, automatically upon the end of its validity period or upon confirmation by the user 
25 of the portable device 12. 

[0020] In one embodiment, the base device 14 includes local and remote 

communications modules, optionally user interface modules, a computing module and a local 
storage module. These modules may be implemented using software or hardware or a 
combination of both. 

[0021] The communication module of the base device 14 is capable of 

communicating with the portable device 12 via one of a number methods including, for 
example, radio frequency, infrared and direct electrical connections. 
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[0022] The remote communication module of the base device 14 is capable of 

communicating on a substantially real time basis with the electronic receipts administration 
system 24. The remote communication module of the base device 14 may also interface with 
other systems involved in processing a transaction, such as, the service provider environment 
5 22, which the base device 14 may query for transaction data. 

[0023] The user device 16 is a device with computing and local storage capability 

capable of communicating with the portable device 12 and other devices to perform a number 
of functions including, for example, retrieving electronic receipts from the portable device 
12, storing the retrieved electronic receipts locally, displaying the electronic receipts for 
10 management, and exporting information from the electronic receipts for use with other 

applications and/or services that reside either within or without the user device 16. Examples 
of a user device 16 include personal computers, personal digital assistants (PDAs), cell 
phones and kiosks. 

[0024] The user device 16 is a convenience system allowing the user to interface with 

15 the portable device 12 for the purpose of managing the electronic receipts stored in the 

portable device 12. The user device 16 allows the user of the portable device 12 to manage 
the electronic receipts stored on the portable device in a number of ways. For example, the 
status of the portable device 12 may be displayed by the user device 16, such as, electronic 
receipt stored, memory available, etc. The electronic receipts can be displayed in an 
20 organized fashion by the user device 16. The user may exchange information between the 

portable device 12 and the user device 16. The user may selectively delete electronic receipts 
stored on the portable device 12 or transfer some or all of the electronic receipts from the 
portable device 12 to the user device 16. The user may also selectively delete electronic 
receipts that were previously transferred to the user device 1 6 or download previously 
25 transferred electronic receipts from the user device 16 to the portable device 12. Electronic 
receipts on the portable device 12 may also be duplicated onto the user device 16, for the 
purpose of saving a copy of an electronic receipt, which copy may include specific 
information identifying it as a duplicate. 

[0025] In one embodiment, the user device 16 includes a communication module 

30 capable of interfacing with the portable device 12 through such means as direct electrical 
connections, infrared communication or radio frequency based communication; a display 
interface, such as, a screen, a printer, a keypad, touch screen, tablet, mouse and a system 



6 



capable of providing an interface via the sense of sight or touch; a computing system capable 
of running specific control logic used to retrieve and display electronic receipts; a local 
storage component capable of storing electronic receipts uploaded from the portable device 
12. 

5 [0026] The user device 16 may be configured for use directly in conjunction with the 

portable device 12 or other devices in an off-line manner to provide local receipt 
management or to interface, through an open network 28, with the electronic receipt 
management server 18, where the electronic receipt storage and management functions are 
performed. The open network 28 may include the Internet, a local area network, a wide area 

10 network and other types of computer networks. Alternatively, the user device 16 may 
communicate with the electronic receipt management server 18 via a dedicated 
communication link, such as, a dialup link, a Tl line and a T3 line, etc. The electronic 
receipt management server 18 or other devices may or may not be owned and operated by the 
entity operating the electronic receipts administration system 24. However, communications 

15 from the user device 12 and the electronic receipt management server 18 and other devices 
may be secured or otherwise be defined according to the specification provided by the 
administration service provider environment 20. 

[0027] The electronic receipts administration system 24 is capable of communicating 

with the base device 14 on a substantially real time basis, directly or through an intermediary 
20 network, for the purpose of managing the base device 14. 

[0028] The electronic receipts administration system 24 includes control logic used to 

register and manage the base device 14. The base device 14 is assigned an unique base 
device identifier (UBDID) generated by the electronic receipt administration system 24. In 
one implementation, the UBDID includes an unique number that can be used to identify the 
25 base device 14. Optionally, the UBDID includes a location identifier that is used to identify 
the location of the base device 14. The location identifier may contain sub-fields to not only 
identify a location but possibly a lane or point of service location within the location. The 
location may be a physical location or an Internet location. Furthermore, the UBDID may 
also include discretionary data, such as, a name, an address, and a phone number. 

30 [0029] The electronic receipts administration system 24 may also use the UBDID to 

identify the service provider involved in the transaction. The UBDID may further include 
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information relating to a service provider. As a result, base devices 14 belonging to a 
particular service provider can be identified. 

[0030] The UBDID may be constructed as a fixed identifier with specific sub-fields 

used for the unique number, location identifier, and discretionary data; or a variable length 
5 identifier made up of descriptor and data fields, the descriptor fields identifying the nature 
and length of the data, the data including the unique number, location identifier and 
discretionary data. 

[0031] Information from the UBDID is incorporated into an electronic receipt 

generated by the base device 14. This allows the base device 14 identify electronic receipts 
10 that it generated. Furthermore, this provides added security with respect to access to the 

electronic receipts stored on the portable device 12 by the base device 14. The UBDID can 
be used as an authentication check to ensure that the base device 14 only accesses the 
electronic receipts that it generated. 

[0032] The electronic receipts administration system 24 also controls generation and 

15 management of electronic receipts by the base device 14 by providing the data and control 
logic required locally by the base device 14 for the generation and management of electronic 
receipts. For example, the electronic receipts administration system 24 downloads the 
appropriate electronic receipt generation and management policy to the base device 14 to 
allow the base device 14 to generate and manage electronic receipts accordingly. Such policy 
20 include, for example, validity periods, conditions for retrieval, receipt security requirements, 
base device and portable device maximum storage capacity, or procedures for handling 
exceptions. 

[0033] The electronic receipts administration system 24 further collects from the base 

device 14 information relating to the base device 14 and the electronic receipts generated by 
25 the base device 14. Such data may include data used by security algorithms to identify 

participating portable devices 12 at the base device 14, generate secure electronic receipts, 
and provide verification of integrity of an electronic receipt. 

[0034] The electronic receipts administration system 24 performs a number of other 

functions. For example, the electronic receipts administration system 24 may collect from 
30 the base device 14 electronic receipts stored on the base device 14 for storage on the 

electronic receipts administration system 24 for the purpose of freeing memory on the base 
device 14. Electronic receipts stored on the base device 14 are duplicated and stored on the 
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electronic receipts administration system 24 for the purpose of saving a copy of an electronic 
receipt, which copy may include specific information identifying it as a duplicate. 
Information from the electronic receipts is aggregated by the electronic receipts 
administration system 24 for the purpose of reporting as for instance in the case of customer 
5 service, or base device performance management. Such aggregated information may also be 
provided by the electronic receipts administration system 24 to other systems and/or services 
for various purposes, such as, tax reporting. The electronic receipts administration system 24 
may further use the aggregated information to respond to administrative queries from the 
base device 14, such as, requests for electronic receipt back-up restoration or requests for 
10 receipt proofing based on comparison with a duplicate. 

[0035] The system 10 operates in the following exemplary manner. When the user of 

the portable device 12 wishes to conduct a transaction with the service provider, the user 
directs the portable device 12 to interact with the base device 14, for example, by inserting 
the portable device 12 into the base device 14. The base device 14 retrieves information from 

15 the portable device 12 and, optionally, receives information from other peripheral devices, 

such as, an electronic cash register. The base device 14 then uses such information as well as 
other information that is available locally to produce an electronic receipt for the transaction. 
Information that is available locally includes, for example, unique base device characteristics, 
such as, the UBDID, and policies and terms and conditions for generating electronic receipts 

20 for the specific service provider. The electronic receipt is then provided to the portable 
device 12 where the electronic receipt is stored. A duplicate copy of the electronic receipt 
may be retained and stored in the base device 14. 

[0036] Preferably, data contained in the electronic receipt is protected against 

tampering, and optionally against retrieval by an unauthorized source. The electronic receipt 

25 contains a variety of information including, for example, receipt status information (such as 
original, duplicated, invalid and deleted); a substantially unique receipt identifier; 
substantially unique transaction identifying information, such as, a transaction ID generated 
by the service provider, date, time, transaction amount when payment occurred, information 
on products and services delivered, and validity period; base device information, such as, the 

30 UBDID; a variable number of line items, each with a variable number of transaction specific 
information, such as, line item product or service obtained, price, terms and conditions of 
service; unique portable device identification information linking the electronic receipt to the 
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portable device; account information linking the electronic receipt to the payment account 
used to pay for the transaction; and portable device user information. 

[0037] The electronic receipt can also be displayed by the base device 14 and the user 

device 16. Depending on the respective configurations of the base device 14 and the user 
5 device 16, the electronic receipt can be displayed in different formats. 

[0038] Electronic receipts may have individually or collectively defined access 

conditions identifying methods and/or security mechanisms that need to be satisfied in order 
to perform functions associated with the electronic receipts, such as, viewing, uploading, and 
canceling. 

10 [0039] Electronic receipts are stored as logical records within data structures in the 

portable device 12 and optionally the base and user devices 14 and 16. In one embodiment, a 
record or data structure for storing an electronic receipt may contain a header, content 
descriptors and data. The header contains such information as may be required to (1) 
uniquely retrieve the electronic receipt stored in the portable device (such as start address, 

15 length for instance); (2) identify the electronic receipt (such as substantially unique receipt 
identifier); (3) link the electronic receipt to an UBDID; (4) implement receipt access 
conditions, and receipt confidentiality protection; and (5) identify the receipt state (including 
but not limited to the following three states: valid, canceled, copy). 

[0040] The content descriptor includes information required to identify and retrieve 

20 any single field of an electronic receipt stored on the portable device 12, the base device 14 
and the user device 16. Such descriptor may contain data labels or tags, and data lengths, 
using proprietary or standard specification as defined by the administration service provider 
environment 20. 

[0041] In one embodiment, a record used for storing an electronic receipt includes a 

25 number of special fields. The special fields include a variety of data including, for example, 
(1) data used in the process of validating the integrity of the electronic receipt (tamper 
detection), such as, the result of a checksum or one-way hash function; (2) date of receipt 
creation and receipt validity period; (3) data identifying the portable device 14 on which the 
electronic receipt is first stored; (4) data which allow receipt management functions, such as, 
30 receipt transfer, receipt back-up, receipt duplication, and automatic receipt deletion at the end 
of its validity period. 
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[0042] The record used for storing an electronic receipt further includes a number of 

data fields which include (1) date and time of transaction; (2) reference or description of 
products and/or services provided; (3) price, payment terms and payment status; (4) portable 
device user information, such as, name or address; (5) base device defined data related to 
5 receipt formatting and presentation, such as, definitions of size, fonts, color, orientation, 
logos, brands or trademarks, or key messages specific to the user. 

[0043] The storage of electronic receipts on the portable device 12 is logically 

structured so as to allow a number of functionality. For example, the base device 14 is able 
to scan through electronic receipts to identify which ones are related to or can be managed by 

10 the base device 14, without bypassing receipt access control conditions. The base device 14 
is able to delete any expired electronic receipt (beyond its validity period) for which 
automatic deletion is allowed. The base device 14 is also able to verify the integrity of an 
electronic receipt. The portable device 12 is able to respond to a query for retrieving an 
electronic receipt from the base device 14 by satisfying the necessary access condition 

15 requirements, if any, defined in relation with the electronic receipt. In addition, the portable 
device 12 is able to respond to retrieval request from the user device 16, providing multiple 
electronic receipts upon satisfaction of a general retrieval access condition. The portable 
device 12 is able to refuse storage of an electronic receipt under certain conditions including, 
for example, when the memory capacity of the portable device 12 is exceeded. 

20 [0044] In one embodiment, a number of data and file structures can be implemented 

to allow for the foregoing functionality, including, for example, (i) a receipt directory 
containing the receipt headers and the necessary pointers to the actual electronic receipt in a 
receipt database; (ii) the receipt database indexed by UBDID and receipt ID; and (iii) a flat 
file of predefined length, including for each electronic receipt a header followed by sequences 

25 of descriptor/data pairs. 

[0045] Electronic receipts that may be off-loaded from the portable device 12 are 

linked with the portable device 12 for tracking purposes. The portable device 12 includes a 
unique identifier defined by the issuer of the portable device 12. The portable device 
identifier may be a fixed or variable length identifier. Electronic receipts generated by the 
30 portable device 12 include such unique identifier and, optionally, user information, such as, 
name, address and information relating to payment accounts that may be linked to the 
portable device 12 and used in the context of a transaction. User information may be 
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constructed as fixed or variable length records with predefined contents or a set of variable 
length records made up of descriptor and data fields, the descriptor fields identifying the 
nature and length of the data, the data fields including such data as required to identify the 
user. 

5 [0046] Electronic receipts can be manipulated in a wide variety of ways, as will be 

further described below. Generally, an electronic receipt is created and delivered at a point of 
service. Creation of an electronic receipt is initiated when the portable device 12 interacts 
with the base device 14. The base device 14 prompts for the portable device 12 used in the 
transaction and validates its ability to receive and store electronic receipts. The base device 

10 14 then generates the receipt data and receipt records, based on the receipt policy associated 
with the transaction. In one implementation, the base device 14 contains the appropriate 
receipt policy; in an alternative implementation, the base device 14 obtains the appropriate 
receipt policy by querying complementary systems associated with the transaction, for 
instance, a cash register or the electronic receipts administration system 24. The base device 

15 14 then communicates the electronic receipt to the portable device 12 for storage. The base 
device 14 may locally maintain a duplicate copy of the electronic receipt and an activity log 
of the receipt generation. The duplicate electronic receipt and data from the activity log can 
be uploaded to the electronic receipts administrative system at a later time. 

[0047] An electronic receipt can be retrieved at the point of delivery of a service. In 

20 order to conduct a transaction, the base device 14 may require the retrieval of an electronic 
receipt previously stored on the portable device 12, for instance, in the case of a claim ticket. 
The base device 14 queries the portable device 12 and scans the electronic receipts stored on 
the portable device 12 to identify the appropriate electronic receipt using identification 
information, such as, an UBDID and relevant transaction information. The use of the 
25 UBDID allows the base device 14 to identify electronic receipts that it generated. The base 
device 14 and the portable device 12 then identify and execute the operations, if any, 
associated with the access control conditions for the electronic receipt, including but not 
limited to, verification of a user PIN or other means which indicates the positive acceptance 
by the user of access to the electronic receipt. Upon retrieval of the electronic receipt, the 
30 base device 14 checks, if required, the validity of the electronic receipt. In the case of 

multiple electronic receipts having been retrieved, the base device 14 may prompt the user to 
select the appropriate one based on such information contained in the electronic receipts as a 
receipt ID, a transaction date, a transaction amount or a product or service descriptor. The 
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base device 14 may locally maintain a log of the electronic receipts retrieved for later upload 
to the electronic receipt administration system 20. 

[0048] An electronic receipt can be deleted or canceled on the portable device 12. 

The base device 14 having retrieved an electronic receipt from the portable device 12 may 
5 require its deletion in the portable device 12 to avoid exception situation at a later date, such 
as, fraudulent claims. This would be the case, for instance, in the case of a claim ticket 
exchanged for a high value item. For example, upon a user requesting redemption for a 
service or merchandise, the base device 14 retrieves a corresponding electronic receipt from 
the portable device 12. Once the service or merchandise is redeemed, the corresponding 

10 electronic receipt on the portable device 12 is deleted from the portable device 12. A receipt 
deletion is requested by the base device 14 but executed by the portable device 12, in 
accordance with access control conditions. An electronic receipt can be logically deleted (or 
cancelled) by altering its state indicator, thus allowing the user to later upload the information 
to the user device 16; or the electronic receipt can be physically deleted from the memory of 

15 the portable device 12 to free up storage space. The base device 14 may locally maintain a 
log of the receipt deletion or cancellation for later upload to the electronic receipts 
administrative system 24. 

[0049] Expired electronic receipts can also be deleted or canceled on the portable 

device 12. According to the receipt management policy and access control conditions, if any, 

20 defined for an electronic receipt, the base device 14 may optionally cancel electronic receipts 
stored in the portable device 12 that are no longer valid. This function ensures that portable 
device memory is optimally used. Execution of such function may occur during any of the 
interactions between the base device 14 and the portable device 12, and, preferably, in 
instances where a new electronic receipt is created and stored on the portable device 12. The 

25 base device 14 may locally log information about the canceled electronic receipts for later 
upload to the electronic receipts administrative system 24. 

[0050] Electronic receipts stored on the portable device 12 can be displayed for 

management by the user. The portable device 12 may be queried by the user using the user 
device 16 looking to retrieve information on some or all the electronic receipts stored on the 
30 portable device 12 in order to facilitate receipt management. Examples of use of this function 
would be to allow receipt display and sorting by the user as a preamble to other management 
activities. Electronic receipts that are to be retrieved and displayed may be subject to 
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management and access conditions, individually or collectively. For example, the user 
device 16 may need to satisfy a general access condition applicable to a specific group of 
electronic receipts. Depending on the management and access conditions, receipt 
information may not be copied and retained on the user device 16 for a number of reasons 
including, for example, preventing fraudulent duplication and use. 

[0051] A user using the user device 16 to review electronic receipts on the portable 

device 12 may find it desirable to manage such receipts in a number of ways including, for 
example, receipt duplication, storage, sharing, deletion or cancellation, and restoration. 

[0052] An electronic receipt is duplicated when a copy is uploaded from the portable 

device 12 into the user device 16 or the base device 14. The status information contained in 
the copy may be updated so as to reflect the duplication so as to, for example, avoid 
fraudulent use of reproduced receipts. 

[0053] An electronic receipt is stored or parked when it is uploaded from the portable 

device 12 into the user device 16 and the original copy in the portable device 12 is deleted. 
Parking an electronic receipt is performed to free memory from the portable device 12 
without permanently losing the electronic receipt. Parking the electronic receipt allows for its 
later use by downloading it back to the portable device 12. Parking of an electronic receipt 
may be subject to the fulfillment of management and access control conditions, if any. 

[0054] An electronic receipt is exported when the transaction information it contains 

is made available to a different application in or via the base device 14 or the user device 16. 
For example, information from an electronic receipt may be provided to an accounting 
application. The accounting application may reside in or be external to the base device 14 or 
the user device 16. Exporting an electronic receipt is not akin to duplicating it in that not all 
the information in the electronic receipt is reproduced. For example, administrative 
information associated with the electronic receipt, such as, the management and access 
control conditions, may not be duplicated. Exporting of an electronic receipt may be subject 
to the fulfillment of management and access control conditions. 

[0055] Deleting or canceling an electronic receipt renders it invalid. A deletion is a 

physical removal of the electronic receipt from storage. A cancellation is a logical equivalent 
of a deletion by altering a state code. A canceled electronic receipt may be overwritten at any 
time by a new electronic receipt. Depending on the management and access control 
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conditions, receipt deletion/cancellation can occur by choice of the user or automatically 
(e.g., for expired receipts) at the base device 14. 

[0056] Receipt restoration may occur in the case of the loss of the original electronic 

receipt. This may happen in the case of the replacement of a lost or defective portable device 
5 12 or as part of the periodic re-issuance of the portable device 12. Receipt restoration is a 
function of the electronic receipt management policy defined by the electronic receipts 
administration system 24. Receipt restoration involves retrieving a duplicate or backup copy 
of the original electronic receipt, downloading the duplicate or backup copy to the portable 
device 12 and updating the duplicate or backup copy to be recognized as the master or 

10 original copy of the electronic receipt. Receipt restoration may occur at the user device 16 or 
the base device 14 and may require the devices 14 and 16 to connect to the electronic receipt 
management server 1 8 and/or the electronic receipts administration system 24 to obtain 
approval of the action. In addition, the electronic receipt management server 18 and the 
electronic receipts administration system 24 may cooperate with each other, such as 

15 exchanging requisite information, to provide receipt restoration. Restoration of an electronic 
receipt may be subject to the fulfillment of one or more management and/or access 
conditions, if any. 

[0057] The electronic receipts administration system 24 is capable of performing a 

number of operations. For example, electronic receipts may be retrieved for information 

20 management by the service provider via the electronic receipts administration system 24. 
Information contained in the electronic receipts may be of value to the service provider not 
only at the point of sales but also in the context of certain back office operations. The service 
provider may via the electronic receipts administration system 24 upload copies of the 
electronic receipts stored in the base device 14 under its supervision and export the 

25 transaction information contained in these receipts for use by other systems or providers. For 
instance, information contained in an electronic receipt pertaining to a purchase may be used 
to resolve disputes about the transaction. Receipt exporting may also allow the service 
provider to extract performance statistics or usage information about the systems, including 
that which may be used to assess participation and billing to service providers or fraud 

30 detection and management. 

[0058] In addition, the electronic receipts administration system 24 may also collect 

information from the base device 14 to facilitate base devices management. For example, 
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statistics relating to transactions processed by the base device 14 may be used by the 
electronic administration system 24 to analyze performance of the base device 14 and allow 
the base device 14 to be managed more efficiently. 

[0059] Receipt restoration can be an important component of customer service. 

5 Electronic receipt restoration can generate additional consumer benefits over paper receipts 
which can be easily lost or damaged. Receipt restoration means the user or the service 
provider is asked to identify a duplicate, not otherwise present in the portable device 12, and 
download such duplicate to the portable device 12. Receipt restoration may be subject to 
conditions contained in a receipt administration policy defined by the service provider. Such 
10 conditions may include notification to or authorization from the electronic receipts 
administration system 24. 

[0060] The electronic receipts administration system 24 is capable of providing data 

and other requisite information to secure receipt generation and communications. The 
service provider via the electronic receipts administration system 24 is able to perform a 

15 number of functions including, for example, selecting, creating, distributing and maintaining 
the data required to secure the electronic receipts in the portable device 12 including 
generating and managing keys and security attributes, validating the integrity of the 
electronic receipts stored in the portable device 12, identifying participating portable devices 
when they interact with the base device 14, and securing communications between the 

20 portable device 12 and the base device 14, and between the base device 14 and the electronic 
receipts administration system 24. 

[0061] The data and information needed to provide the foregoing functions are 

provided by the electronic receipts administration system 24 to the portable device 12, or the 
software agent residing on the portable device 12, at a minimum during its initialization, i.e., 
25 prior to its issuance and first use, and possibly from time to time after issuance, by execution 
of dedicated routines in the base device 14 or the user device 16. Such data and information 
are also loaded to the base device 14 at a minimum prior to its deployment and, from time to 
time, during its operation as the base device 14 connects with the electronic receipts 
administration system 24. 

30 [0062] The service provider, using the electronic receipts administration system 24, is 

also able to define and distribute its receipt management policy. A receipt management 
policy may include requirements defined by the service provider to document transactions on 
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electronic receipts. Receipt management policies include, for example, conditions associated 
with receipt manipulation operations, the transaction information to be included in an 
electronic receipt and administrative data, such as, validity period, that is to be used by the 
base device 14 to effectively generate, deliver and manage electronic receipts. 
[0063] A copy of or changes to the receipt management policy may be downloaded 

from time to time from the electronic receipts administration system 24 to the base device 14 
where the policy is stored and used by the base device 14 to generate, deliver and manage 
electronic receipts. 

[0064] It should be understood that the present invention can be deployed in a variety 

of configurations. For example, in other alternative embodiments (not shown), the base 
device 14 can be configured to communicate with a number of different electronic receipts 
administration systems 24 corresponding to different service providers. The base device 14 is 
able to use different receipt generation and management policies from different service 
providers to generate and manage electronic receipts for transactions relating to different 
service providers. Furthermore, the base device 14 can be configured to communicate with a 
number of different portable devices 12 and generate electronic receipts therefor accordingly. 
Optionally, the base device 14 can be configured to handle transactions for some portable 
device 12 but not others. Similarly, the user device 16 can be configured to interact with a 
number of different portable devices 12 and allow receipt management to be performed with 
respect to some portable devices 12 but not others. Based on the disclosure and teachings 
provided herein, a person of ordinary skill in the art will appreciate other ways and/methods 
to deploy the present invention in various other configurations. 
[0065] The present invention can be deployed in many different types of 

environments including, for example, environments (1) where a transaction between a service 
user and a service provider results in the production of a receipt used for information or 
subsequent transaction; (2) where the service user interacts with the service provider by 
means of a portable device interacting with a base device; (3) where the portable device may 
also be used to store payment account information used in the course of the transaction; (4) 
where the information relative to the receipt is generated at the point of sale or service in a 
substantially off-line manner, that is, where the base device does not generally have to 
retrieve information from a different remote system to complete the receipt creation; (5) 
where the information relative to the receipt is available in electronic form and such 
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information may subsequently be displayed in printed form; (6) where receipts may be used 
in subsequent transactions, such as, the claim of a product or a service; (7) where the service 
users may wish to review and manage their receipts at will; and (8) where the information 
contained in the electronic receipts may be valuable to the service providers. 

5 [0066] Electronic receipts generated by the system 1 0 as described above may be 

used in a number of illustrative situations. For example, (1) merchant receipts can be stored 
in the base device 14 at a store for various purposes, including but not limited to, regulatory 
compliance or proof of purchase; (2) claim tickets can be stored electronically as part of the 
electronic receipt in the portable device 12 when depositing a product for service (e.g., repair, 

10 cleaning, camera film development, etc.); (3) product and transaction information can be 

stored electronically as part of the electronic receipt in the portable device 12 for subsequent 
generation of warranty claims; (4) financial transaction information can be stored 
electronically as part of the electronic receipt for transactions completed at ATMs; (5) 
information relating to loyalty or rewards transactions can be stored electronically as part of 

15 the electronic receipt in the portable device 12; (6) information on transaction can be 
retrieved from the electronic receipt for various purposes, including but not limited to, 
expense reporting, tax reporting and personal finance management; (7) information can be 
retrieved from the electronic receipt for product exchange; (8) an electronic receipt can be 
transferred electronically, such as, via email, for various purposes, including for instance, a 

20 gift receipt needed for an exchange; (9) lost receipts can be restored; (10) important receipts 
can be kept in electronic escrow for safe protection; (11) other transaction examples include 
library card and book due date receipt, parking ticket, will-call ticket from web purchase of 
event tickets, coat claim check tickets, etc.; and (12) tickets generated at one merchant can be 
used at another merchant (e.g., proof of purchase). 

25 [0067] Benefits envisioned from the present invention are several folds including, for 

example, (1) for participating operators of base devices, generating and storing electronic 
receipts in lieu of paper ones is a source of reduced operating costs; (2) for consumers, 
electronic receipts may reduce wallet clutter; (3) by allowing for the exporting of the 
information contained in electronic receipts, automation of a number of activities can be 

30 facilitated including warehousing of receipt for tax reporting purpose, expense reporting, and 
electronic warranty and product registration. 
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[0068] It should be understood that the present invention as described above can be 

implemented in the form of control logic using computer software in a modular or integrated 
manner Based on the disclosure and teachings provided herein, a person of ordmary skill m 
the art will know and appreciate other ways and/or methods to implement the present 
invention using hardware and a combination of hardware and software. 
[00 69] It is understood that the examples and embodiments described herem are for 

illustrative purposes only and that various modifications or changes in light thereof will be 
suggested to persons skilled in the art and are to be included within the spirit and pumew of 
this application and scope of the appended claims. All publications, patents, and patent 
applications cited herein are hereby incorporated by reference for all purposes m then- 



entirety. 
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